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Foreword 

Interocean is a global Integrated Asset Solutions (“IAS”) partner to the energy and maritime sectors. 
Founded in 2007, we support clients across complex offshore and onshore projects spanning Maritime & 
Shipping, Oil & Gas, and Renewable & Clean Energy.  

Our integrated solutions offering provides performance-driven support from concept and design, through 
execution and operations, to life-extension and decommissioning.  

Our solutions include: 

• Marine Consultancy  

• Engineering & Design 

• Asset Integrity  

• Project Delivery 

• Survey & Data Management 

Guided by our “Move. Manage. Maintain” philosophy, we combine technical expertise with innovation led, 
data driven solutions. We deploy advanced technologies, sensing, and survey systems to capture high 
integrity data and convert it into actionable insight. We enable our clients to anticipate risk, optimise cost, 
and improve asset uptime.  

Our approach is shaped by an experienced team of specialists who drive operational excellence and deliver 
safe, sustainable, and high-performance outcomes. 
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Message from the CEO 

Understand and apply the Data Protection & Retention Policy (“Data Protection Policy”) or (“Policy”):  At 
Interocean, trust, integrity and accountability are fundamental to how we conduct our business. Our people, 
clients and partners trust us to manage information responsibly, ethically and in full compliance with applicable 
laws and regulations. Protecting personal data and managing records appropriately are therefore essential to 
maintaining that trust and to upholding our values. 

Information governance and data protection depend on personal accountability: Everyone is expected to 
understand their responsibilities under this Policy, handle information responsibly, follow required controls, and 
seek guidance where uncertainty exists. If there is any doubt, stop and ask—speak with your manager or the 
Commercial Department – Legal where compliance advice is required. 

Follow the Data Protection Policy without compromise:  This Data Protection Policy sets out our commitment 
to safeguarding information throughout its lifecycle, from creation and use through to secure retention and 
disposal. It reflects our responsibilities as a global organisation and supports the standards of behaviour outlined 
in the Interocean Code of Conduct. 

Compliance with this Policy is mandatory for all Interocean Representatives. Each of us has a responsibility to 
understand how this Policy applies to our role and to ensure that personal data and records are managed with 
care, confidentiality, and professionalism always. 

By working together and adhering to this Policy, we strengthen our governance framework, reduce risk, and 
ensure that we continue to operate in a responsible and sustainable manner.

Fraser Moore  
Chief Executive Officer 



BMS-IGS-COR-POL_005 

Policy – Data Protection & Retention 

Uncontrolled when printed or stored locally.  Copyright 
© 2025. Interocean. All rights reserved. 

Revision: 01 

 

 

Page 5 of 15 

 
 

 

Contents 

Revision History ........................................................................................................................................................... 2 

Foreword ..................................................................................................................................................................... 3 

Message from the CEO ................................................................................................................................................ 4 

1 Understanding the Policy .................................................................................................................................. 6 

1.1 Purpose .................................................................................................................................................. 6 

1.2 Scope ...................................................................................................................................................... 6 

1.3 Responsibility and Implementation ....................................................................................................... 6 

2 Policy Compliance ............................................................................................................................................. 8 

2.1 Declaration and Compliance Requirements .......................................................................................... 8 

3 Legal and Regulatory Framework ..................................................................................................................... 9 

3.1 Applicable laws and standards .............................................................................................................. 9 

3.2 Conflicts between law and this Policy ................................................................................................... 9 

4 Data Protection Principles .............................................................................................................................. 10 

4.1 Introduction ......................................................................................................................................... 10 

4.2 Principles .............................................................................................................................................. 10 

5 Lawful Basis for Processing ............................................................................................................................. 11 

5.1 Introduction ......................................................................................................................................... 11 

5.2 Lawful bases ......................................................................................................................................... 11 

6 Information Security, Retention and Compliance .......................................................................................... 12 

6.1 Information Security ............................................................................................................................ 12 

6.2 International Transfers of Personal Data ............................................................................................. 12 

6.3 Third-Party Processing and Service Providers ..................................................................................... 12 

6.4 Records Retention and Secure Disposal .............................................................................................. 12 

6.5 UK Data (Use and Access) Act 2025 and Employment Data................................................................ 13 

6.6 Rights, Incidents, Complaints, Training and Review ............................................................................ 14 



BMS-IGS-COR-POL_005 

Policy – Data Protection & Retention 

Uncontrolled when printed or stored locally.  Copyright 
© 2025. Interocean. All rights reserved. 

Revision: 01 

 

 

Page 6 of 15 

 
 

 

1 Understanding the Policy 

1.1 Purpose 

The purpose of this Data Protection & Retention  Policy (“Data Protection Policy” or (“Policy”) is to formalise 
Interocean Group’s (“Interocean”) commitment to protecting the personal data and information entrusted to it 
and to managing records responsibly throughout their lifecycle. This Policy sets out Interocean’s principles, 
responsibilities and controls for the lawful, fair, and transparent processing, protection, retention, and disposal 
of information. 

Relationship to the Interocean Code of Conduct:  This Data Protection Policy supports Interocean’s commitment 
to ethical conduct, regulatory compliance and good governance, and should be read in conjunction with the 
Code of Conduct and other applicable corporate policies; where standards differ and there is no conflict with 
applicable law, apply the higher/more stringent standard. 

1.2 Scope 

This Data Protection Policy applies to all Interocean directors, employees, and anyone acting for or on behalf of 
the company, including hired-in personnel, consultants, agents, and other intermediaries (“Interocean 
Representatives”). It also applies to Business Partners—such as joint venture partners, agents, distributors, 
suppliers, subcontractors, and other third parties—where relevant to the goods and services provided and 
where required by contract.  

It covers all personal data and records processed by Interocean in any format, including electronic, paper, verbal, 
or visual forms. 

1.3 Responsibility and Implementation 

All Interocean Representatives are responsible for understanding and complying with this Data Protection Policy 
and all applicable legal, regulatory, client, and internal requirements (“Applicable Rules”). This includes:  

• Manage personal data and confidential information responsibly and in line with the Data Protection 
Principles. 

• Access, use, share and disclose information only where authorised and for legitimate business purposes 
(including applying least-privilege access). 

• Collect and retain personal data and records only for specified, explicit and legitimate purposes, and 
only where a lawful basis applies. 

• Maintain data quality by keeping information accurate and up to date, and correcting errors promptly 
when identified. 

• Follow Interocean security controls when creating, storing, transmitting, or disposing of information 
(including using approved systems and secure transfer methods). 

• Apply approved retention schedules and support secure disposal when records are no longer required, 
and report suspected data breaches or non-compliance promptly in line with Interocean procedures. 

Failure to comply may result in appropriate action, following investigation and considering the nature and 
severity of the breach, including disciplinary action (where applicable), termination of employment or 
engagement, termination of contractual arrangements, and/or reporting to relevant authorities. 

Oversight of information governance and this Policy is maintained by Interocean’s leadership, with overall 
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accountability resting with the Board of Directors supported by management governance arrangements. The 
Chief Executive Officer (“CEO”) is responsible for implementation and ongoing operational effectiveness of this 
Data Protection Policy, and for reporting on its effectiveness to the Board of Directors in accordance with 
Interocean’s governance arrangements. The Commercial Department – Legal is the document owner and is 
responsible for maintaining, interpreting, and periodically reviewing this Data Protection Policy, working with 
other relevant functions as required. Any material deviations from this Data Protection Policy must be approved 
in accordance with the BMS with appropriate documentation and record-keeping. 



BMS-IGS-COR-POL_005 

Policy – Data Protection & Retention 

Uncontrolled when printed or stored locally.  Copyright 
© 2025. Interocean. All rights reserved. 

Revision: 01 

 

 

Page 8 of 15 

 
 

 

2 Policy Compliance  

2.1 Declaration and Compliance Requirements 

As an Interocean employee (including temporary personnel) and/or director, you are required each year to 
confirm your understanding of and compliance with this Data Protection Policy and the Applicable Rules relevant 
to your role. This confirmation forms part of Interocean’s wider compliance framework under the Code of 
Conduct and BMS. It is completed via the Annual Statement of Compliance, which affirms that you have read 
and familiarised yourself with this Data Protection Policy and have carried out your responsibilities in accordance 
with its requirements. 

Business Partners are expected to maintain standards compatible with this Data Protection Policy, including 
applicable data protection, confidentiality, information security, and records retention requirements relevant to 
the goods or services provided. Where required, Business Partners must confirm compliance through contractual 
commitments and/or declarations, including (where applicable) obligations to implement appropriate security 
measures and to notify Interocean promptly of any actual or suspected personal data breach affecting 
Interocean information. Material breaches may result in appropriate contractual action, up to and including 
termination. 
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3 Legal and Regulatory Framework 

3.1 Applicable laws and standards 

Interocean complies with applicable data protection and privacy legislation in the jurisdictions in which it 
operates, including (where applicable): 

• The UK General Data Protection Regulation (UK GDPR) 

• The Data Protection Act 2018 

• Applicable local data protection, employment, and record-keeping laws. 

3.2 Conflicts between law and this Policy 

Where local legislation imposes mandatory requirements, those requirements must always be followed. Where 
any other conflict arises between local legislation and this Policy, the stricter requirement shall apply, provided 
this does not prevent compliance with mandatory local law. 

Global baseline and highest standard: Interocean uses the UK data protection framework, including the UK 
GDPR, the Data Protection Act 2018 and the Data (Use and Access) Act 2025 where applicable, as its baseline 
standard for this global Policy. Where local, regional or international requirements impose a higher or more 
protective standard, Interocean will apply that higher standard globally where practicable and unless doing so 
would conflict with mandatory local law. Where there is uncertainty, the matter must be escalated to the 
Commercial Department – Legal before processing proceeds. 
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4 Data Protection Principles  

4.1 Introduction 

Interocean processes personal data in accordance with applicable data protection laws and the core principles 
that underpin those laws. These principles apply throughout the information lifecycle—from collection and use 
through to retention and secure disposal—and must be embedded into day-to-day operations, systems, and 
decision-making. 

Where Interocean uses third parties to process personal data on its behalf, appropriate due diligence, 
contractual controls, and oversight must be applied to ensure those parties meet equivalent standards of 
protection and security. 

4.2 Principles 

Interocean is committed to applying the following principles when processing personal data: 

• Lawfulness, fairness, and transparency: process personal data lawfully, fairly and in a transparent 
manner. 

• Purpose limitation: collect personal data for specified explicit and legitimate purposes and not further 
process it in a manner incompatible with those purposes. 

• Data minimisation: ensure personal data is adequate, relevant, and limited to what is necessary for the 
purposes for which it is processed. 

• Accuracy: keep personal data accurate and, where necessary, up to date; take reasonable steps to 
rectify or erase inaccurate data. 

• Storage limitation: retain personal data only for as long as necessary for the purposes for which it is 
processed, in line with approved retention schedules. 

• Integrity and confidentiality (security): process personal data securely using appropriate technical and 
organisational measures to protect against unauthorised or unlawful processing, loss, destruction, or 
damage. 

• Accountability: be able to demonstrate compliance with these principles through appropriate 
governance, records, controls, and evidence. 
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5 Lawful Basis for Processing 

5.1 Introduction 

Interocean will only process personal data where a lawful basis applies under applicable data protection laws. 
The appropriate lawful basis must be identified before processing starts and must be recorded in a manner that 
can be evidenced (for example, within contracts, privacy notices, data inventories, and/or internal approvals). 

Where Interocean processes special category personal data (or information relating to criminal convictions and 
offences), an additional legal condition may be required, and further safeguards must be applied. Advice must be 
sought from Commercial Department – Legal where required. 

5.2 Lawful bases 

Interocean may rely on one or more of the following lawful bases (as applicable): 

• Legal obligation: where processing is necessary to comply with a legal or regulatory requirement. 

• Contract: where processing is necessary for the performance of a contract with an individual, or to take 
steps at their request before entering a contract. 

• Legitimate interests: where processing is necessary for Interocean’s legitimate business interests (or 
those of a third party) and those interests are not overridden by the individual’s rights and freedoms. 

• Vital interests: where processing is necessary to protect someone’s life. 

• Consent: where required by law and where consent meets applicable legal standards (freely given, 
specific, informed, and unambiguous) and can be withdrawn. 

• Public task (where applicable): where processing is necessary to perform a task conducted in the public 
interest or in the exercise of official authority (only where relevant to Interocean’s activities). 

To demonstrate compliance with applicable data protection laws, Interocean will, where relevant, maintain and 
retain appropriate records of its personal data processing activities, including appropriate assessments and 
records (for example, Legitimate Interests Assessments (LIAs) and/or Data Protection Impact Assessments 
(DPIAs)). Interocean will ensure that individuals are provided with appropriate privacy information and that 
accountability obligations are supported by documented decisions, clear ownership, governance controls, and 
evidence of compliance. 
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6 Information Security, Retention and Compliance 

6.1 Information Security 

Interocean will implement appropriate technical and organisational measures to protect personal data and other 
sensitive information against unauthorised or unlawful processing and against accidental loss, destruction, or 
damage. 

I. Access controls and role-based permissions (least privilege) 

II. Secure storage and transmission of information using approved systems. 

III. Protection against unauthorised access, loss, or damage (including physical and cyber security 

controls) 

IV. Awareness training and guidance for Interocean Representatives 

6.2 International Transfers of Personal Data 

Personal data may be transferred between Interocean group entities and offices in different jurisdictions for 
legitimate business purposes, but only where appropriate safeguards are in place and where such transfers are 
permitted under Interocean’s approved governance arrangements. These safeguards may include adequacy 
regulations, intra-group contractual protections, and other lawful transfer mechanisms as required by applicable 
data protection laws. Routine intra-group transfers conducted under approved governance frameworks are 
permitted. The Commercial Department – Legal is responsible for approving and maintaining the applicable 
international transfer mechanisms and governance frameworks. Interocean Representatives must seek advice 
from the Commercial Department – Legal before establishing new, non-routine, or materially different 
international data transfers. 

6.3 Third-Party Processing and Service Providers 

Where third parties process personal data on behalf of Interocean, appropriate due diligence, contractual 
protections, and ongoing oversight must be applied to ensure that such parties act only on Interocean’s 
documented instructions, implement appropriate technical and organisational security measures, maintain 
confidentiality, support data subject rights and breach response obligations, and comply with applicable data 
protection laws. Interocean Representatives must involve the Commercial Department – Legal where a new 
service provider, processing arrangement, or material change to an existing arrangement involves personal data. 

6.4 Records Retention and Secure Disposal 

Interocean retains records only for as long as necessary to meet legal, regulatory, and contractual requirements; 
support operational, financial and employment needs; and demonstrate compliance and accountability. Records 
are periodically reviewed to ensure they remain necessary, relevant, and proportionate. 

Retention schedules: Retention periods are defined within approved retention schedules maintained by 
Interocean. These schedules define minimum and maximum retention periods having regard to legal, regulatory, 
contractual, and business requirements. 

Secure disposal: When records are no longer required, they must be disposed of securely to prevent 
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unauthorised access or recovery. Disposal methods may include: 

o Secure electronic deletion 

o Physical shredding or destruction (for paper and physical media) 

o Anonymisation where appropriate 

6.5 UK Data (Use and Access) Act 2025 and Employment Data 

Where Interocean processes employment-related personal data in the United Kingdom, including employee, 
worker, contractor, applicant, payroll, benefits, absence, occupational health, training, disciplinary, grievance, 
performance, monitoring, emergency contact and HR administration data, Interocean will comply with the UK 
GDPR, the Data Protection Act 2018 and the Data (Use and Access) Act 2025. 

Employment data governance: Employment data must be processed only for defined and lawful employment, 
workforce management, operational, legal, regulatory, health and safety, security, benefits, payroll, tax, 
immigration, insurance, audit or dispute-management purposes. HR, line managers and other Interocean 
Representatives must apply data minimisation, confidentiality, need-to-know access, secure storage, appropriate 
retention and documented accountability controls when handling employment data. 

Special category, criminal offence and sensitive employment data: Health, sickness absence, disability-related, 
biometric, equality and diversity, trade union, criminal offence, immigration, right-to-work, safeguarding, 
occupational health and other sensitive employment data must only be processed where Interocean has 
identified an appropriate lawful basis and, where required, a separate special category or criminal offence 
processing condition under applicable data protection law. Such data must be limited to what is necessary, 
subject to enhanced confidentiality and need-to-know access controls, protected by appropriate technical and 
organisational measures, retained only for as long as necessary, and handled in accordance with any required 
appropriate policy document, DPIA, retention schedule or Legal-approved procedure. Interocean 
Representatives must seek advice from the Commercial Department – Legal before collecting, using, sharing or 
materially changing the processing of such data unless the processing is already covered by an approved 
procedure. 

Employee rights and subject access requests: Requests from employees, workers, contractors or applicants to 
access, correct, erase, restrict, object to or otherwise exercise rights over their personal data must be escalated 
immediately to the Commercial Department – Legal. When responding to subject access requests, Interocean 
will conduct searches that are reasonable and proportionate, apply applicable exemptions where appropriate, 
protect the rights of others, and coordinate responses through Legal and relevant functions. Interocean 
Representatives must not disclose employment records directly in response to a rights request unless authorised 
by the Commercial Department – Legal. 

Data protection complaints: Employees, workers, contractors, applicants and other individuals must be 
provided with a clear and accessible route to raise data protection complaints directly with Interocean. 
Complaints must be escalated promptly to the Commercial Department – Legal, acknowledged within 30 days of 
receipt where required by applicable UK law, recorded appropriately, and handled without undue delay. 
Interocean will take appropriate steps to respond to the substance of the complaint, including making 
appropriate enquiries, investigating fairly, keeping the complainant reasonably informed of progress, and 
informing the complainant of the outcome without undue delay. Where required, Interocean will cooperate with 
the Information Commissioner’s Office or any relevant supervisory authority. 

Automated decision-making and profiling: Interocean will not introduce systems that make solely automated 
decisions about employees, workers, contractors or applicants which have legal or similarly significant effects 
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without prior review and approval by the Commercial Department – Legal. This includes, without limitation, 
recruitment, workforce management, monitoring, performance, rostering, access control, HR analytics, 
screening, disciplinary, grievance, reward, promotion or termination tools or processes. Where such processing 
is permitted, Interocean will provide appropriate information to affected individuals, apply safeguards, allow 
individuals to make representations or challenge significant decisions, and ensure human intervention is 
available where required by law. 

Privacy notices and HR systems: Employee, worker, contractor and applicant privacy notices must be provided 
at or before the point of collection where required, kept under review, and updated before any material change 
to employment-data processing. Privacy notices must explain how employment data is collected, used, shared, 
retained, transferred, protected and complained about, including the relevant purposes of processing, lawful 
bases, any applicable special category or criminal offence processing conditions, categories of recipients, 
international transfers, retention periods or criteria, individual rights and how to exercise them. Any new HR 
system, monitoring arrangement, recruitment tool, analytics process, artificial intelligence tool, payroll or 
benefits provider, occupational health provider or material change to existing employment-data processing must 
be referred to the Commercial Department – Legal before implementation. 

6.6 Rights, Incidents, Complaints, Training and Review 

Interocean recognises that individuals have statutory rights in relation to their personal data under applicable 
data protection laws, including, where applicable, the right to access personal data held about them, request 
rectification of inaccurate or incomplete data, request erasure of personal data where legally permitted, restrict 
or object to processing in certain circumstances, request data portability where applicable, and object to 
automated decision-making or profiling where such processing is used. 

Any request, complaint or enquiry from an individual relating to the exercise of data protection rights must be 
escalated immediately to the Commercial Department – Legal in accordance with Interocean procedures. The 
Commercial Department – Legal will coordinate investigation and response in accordance with applicable law 
and Interocean procedures. Interocean Representatives must not respond to such requests, complaints or 
enquiries directly unless expressly authorised to do so by the Commercial Department – Legal. 

Data protection complaints: Interocean will provide a clear and accessible route for individuals to raise data 
protection complaints directly with Interocean. Complaints must be escalated promptly to the Commercial 
Department – Legal, acknowledged within 30 days of receipt where required by applicable law, recorded 
appropriately, and handled without undue delay. Interocean will take appropriate steps to respond to the 
substance of the complaint, including making appropriate enquiries, investigating fairly, keeping the complainant 
reasonably informed of progress, and informing the complainant of the outcome without undue delay. Where 
required, Interocean will cooperate with the Information Commissioner’s Office or any relevant supervisory 
authority. 

Data breaches and incidents: Actual or suspected personal data breaches must be reported immediately in 
accordance with Interocean incident management procedures. Interocean will assess, manage, and report 
breaches as required by law and contractual obligations. 

Training and awareness: Interocean provides appropriate data protection and information governance 
awareness so that Interocean Representatives understand their responsibilities under this Data Protection 
Policy. 

Compliance, monitoring, and audit: Compliance with this Data Protection Policy is monitored through 
management oversight, audits, and periodic reviews. Breaches may result in disciplinary or contractual action, 
consistent with the Code of Conduct.  
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Review and continuous improvement: This Data Protection Policy is reviewed periodically to ensure it remains 
effective, compliant with legislation, and aligned with Interocean’s governance and risk management 
framework. 
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